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Hosted RPKI
● Just a few clicks away (at least for RIPE 

NCC)
● No infrastructure to manage
● Secure

● More flexibility
● Can use the same interface and API for 

multiple RIRs
● Might be very useful for huge orgs with 

multiple regions

● Separate interfaces for each RIR
● Some API features may not be available

● You have to manage all the infrastructure 
yourself

● Not that difficult to setup but way more so 
than hosted

● You have to make sure it is secure

Delegated RPKI



I wanted to learn more about this in 
practice…...





There we go, delegated RPKI in ARIN!





However, it wasn’t quite that smooth...



ARIN is old-school
<child_request 

xmlns="http://www.hactrn.net/uris/rpk

i/rpki-setup/" version="1" 

child_handle="QUL-4">

 

<child_bpki_ta>MIID...</child_bpki_ta

>

</child_request>

<identity 

xmlns="http://www.hactrn.net/uris/rpk

i/myrpki/" version="2" 

handle="QUL-4">

 <bpki_ta>MIID...</bpki_ta>

</identity>



And once again...
<parent 
xmlns="http://www.hactrn.net/uris/rpki
/myrpki/"
    version="2"
    valid_until="2120-02-05T09:01:23Z"
    
service_uri="http://updown.arin.net/AR
IN/QUL-4"
    parent_handle="ARIN"
    child_handle="QUL-4">
  <bpki_resource_ta>
...
  </bpki_resource_ta>
  <bpki_child_ta>
...
  </bpki_child_ta>
  <repository type="none"/>
</parent>

<parent_response 
xmlns="http://www.hactrn.net/uris/rpki
/rpki-setup/"
    version="1"
    valid_until="2120-02-05T09:01:23Z"
    
service_uri="http://updown.arin.net/AR
IN/QUL-4"
    parent_handle="ARIN"
    child_handle="QUL-4">
  <parent_bpki_ta>
...
  </parent_bpki_ta>
</parent_response>



What were my conclusions?



Should you implement delegated RPKI?
● Are you a large multi-RIR organization?
● Do you plan on automating RPKI?
● Can you afford the resources to make sure it is stable and secure?



But should you implement RPKI at all?



YES!!!



Scalability

Every validator needs to fetch all the ROAs 
and related information from every 
repository.



MAGIC!



Krill 0.5
Krill 0.5 added a feature to the UI to help with the weird format that ARIN used.



Some changes
● ARIN uses the proper format now 🎉
● Krill 0.5 added the ARIN format, then removed it in Krill 0.6
● Krill now has a web UI
● There has been a number of new delegated RPKI CAs



Thanks! ✨
Special thanks to:

● Alex Band @ NLNetLabs for helping with lots of stuff in relation to this.
● Job Snijders for helping with the talk.
● Zac @ Packet for providing credits for servers to help with this project.

Feel free to talk to me on Twitter @bitcynth or IRC (Cynthia @ Freenode).

And if you want more, check out Ben Cartwright-Cox’s update on RPKI on 
Thursday.


