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Intent-based networking has been and still is 
one of the buzzwords in the community
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Many tools are available that allow you to  
check that your network behaves as intended
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The specification of a network is  
the set of all policies that hold under a given failure model. 
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Writing the network’s precise specification is hard
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… However, outside of a handful of large cloud computing 
providers, the use of network verification is still sparse.



nsg.ee.ethz.ch

Dana Drachsler-Cohen Martin Vechev Laurent VanbeverRüdiger Birkner

Mining Network Specifications from Network Configurations

Config2Spec



Config2Spec

Config2Spec automatically mines the network’s full specification 
from its configuration and the given failure model
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Config2Spec automatically mines the network’s full specification 
from its configuration and the given failure model
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Data plane analysis provides us   
with a guess of the specification
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Data plane analysis provides us   
with a guess of the specification
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Control plane verification allows us  
confirm the specification guess one-by-one
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Control plane verification allows us  
confirm the specification guess one-by-one
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We are still improving Config2Spec through

richer specifications and automatic bug detection

Check our NSDI’20 paper and talk

as there is much more behind Config2Spec

Please reach out to us at rbirkner@ethz.ch

with all your inputs and feedback

nsg.ee.ethz.ch
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